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ABSTRACT
Food defense depends on restric ng access of unauthorized persons
to food produc on and storage areas. In school foodservice
opera ons, cooks are available to challenge visitors, but li le is
known about their mo va ons to do so. Food produc on and meal
service were observed at twelve schools and implementa on of select
food defense prac ces was noted. Two cooks from each school were
interviewed about their percep ons of the threat of food tampering
at their worksite. Although cooks expressed confidence in their ability
to control access to work areas, they were less sure which
stakeholder groups should be prohibited from entry.
Keywords: food defense, food tampering, school nutri on programs,
bioterrorism
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INTRODUCTION
Food tampering is contamina on of food with chemical, biological, or
physical agents with the inten on to cause harm to those who
consume it (New York State Department of Health, 2005).
Contamina on may occur at any me as food flows from producer to
consumer. Dalziel (2009) reported 11 confirmed incidents of food
tampering in school and university se ngs worldwide between 1979
and 2005; four of these occurred in the United States. Food
tampering is a significant concern because approximately 31 million
school lunches are served daily in the United States (United States
Department of Agriculture, Food and Nutri on Service [USDA‐FNS],
2013). The large quan es of food produced for school meals make it
possible for one act of contamina on to aﬀect many children. The
me between prepara on of the food and its consump on is short,
posing a risk that many children may be exposed to the contaminant
before it is detected.
Protec ve prac ces designed to reduce the threat of inten onal food
contamina on are collec vely called food defense. Restric on of
access to food produc on and storage areas is a key prac ce in
maintaining food defense. It has been noted that few schools in the
upper Midwest have food defense plans in place (Klitzke, 2013). If a
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food defense plan is in place, it was most likely developed by a district
‐level administrator who is not directly involved in produc on and
storage ac vi es. In prac ce, implementa on of many aspects of a
food defense plan will depend on the ac ons of the employees
working in the kitchen. Produc on employees (cooks) are employees
most likely to observe entry of unauthorized persons to vulnerable
areas, yet li le is known about their perceived ability or mo va on to
challenge intruders or implement other aspects of food defense.
On at least one occasion school foodservice employees prevented an
a empted contamina on of school food with Salmonella. In the 1984
Rajneeshee bioterror a ack, a large community outbreak of
Salmonella Typhimurium infec ons in September 1984 in The Dalles,
Oregon prompted the local county public health department to
request an inves ga on by the U.S. Centers for Disease Control
(Torok, et al., 1997). The event occurred in September and October
1984, when members of a local religious sect contaminated salad bars
on mul ple occasions in ten restaurants. Their mo va ons were to
influence a local elec on, the outcome of which they perceived would
allow expansion of their physical facili es. The Centers for Disease
Control iden fied salad bars as the source of the infec ons, but ruled
out restaurant employees and food handling prac ces as causes. A
year passed before criminal inves ga ons by the U.S, Federal Bureau
of Inves ga on linked the foodborne illnesses to the religious group.
Grand jury tes mony, reported in Carus (1998), quoted one woman
who was directed to distribute Salmonella in two schools, but was
unsuccessful. She related,
What happened is ... I didn’t put [the bacteria] in [the
food] because it –thank god for the fact that those ladies
were really watching you see. So I could at least get in the
car and dump the stuﬀ out on the street (p.56).
Guidelines for food defense in school foodservice opera ons have
been developed by USDA‐FNS (2012) and the Na onal Food Service
Management Ins tute (2005), but have not given advice on
mo va ng their implementa on (Yoon, 2007). Limited research has
been published about implementa on of food defense prac ces in
schools (Yoon, 2007; Klitzke, Strohbehn, & Arendt, 2014; Klitzke &
Strohbehn, 2015). However, li le is known about the mo va ons of
the kitchen workers who have the most influence on access to food
storage, prepara on and service areas during the workday.
Therefore, the research ques ons guiding this study included:
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What are school cooks’ percep ons of the threat of food
tampering in their schools?
Do school cooks feel they can be eﬀec ve at preven ng
unauthorized persons from tampering with food during
storage, prepara on, and service?
What procedures are in place to prevent unauthorized
persons from entering food produc on and storage areas in
school se ngs?

METHODS
Research Design
The study used a holis c case study design as described by Yin (2009).
Twelve school sites were studied, with observa on and interview data
collected at all sites. This study was funded as part of a summer
undergraduate research fellowship. Data collec on took place during
the spring/summer of 2014 and 2015. The goal for the first summer
was to recruit two cooks at each of twelve schools; however only six
schools and 12 cooks were recruited; the decision was made to
extend data collec on to a second summer. The first research group
consisted of four upper division students and one faculty advisor.
One student and the faculty member con nued into the second year;
in addi on four new students and a second faculty advisor were
added to the team. The returning student researcher assumed the
role of student team leader, training and coaching the new student
researchers so that data was collected consistently in both summers.
This study was approved by the Ins tu onal Review Board at Viterbo
University.
Sample: A convenience sample of 24 public schools from Wisconsin,
Minnesota, and Michigan were invited to par cipate; from these 12
schools and 24 cooks were recruited. Reasons for non‐par cipa on
included lack of interest, busy me of year (near the end of the school
year), kitchen was short‐staﬀed, kitchen staﬀ did not want to be
observed, or health and safety policy would not permit researchers to
have access to the kitchen. District enrollments ranged from 600 to
22,000 students and schools were located in municipali es with
popula ons ranging from 1,600 to 99,000 (Table 1). Two school
cooks, those with the longest and shortest employment at each
school, were invited to par cipate in interviews.
Data Collec on
Interview: Merriam (2009) asserted that a structured interview
guide or schedule helps new researchers gain confidence in
interviewing. The interview guide was developed by the first group of
student researchers. It included 16 defined answer items selected to
measure percep ons of the severity and likelihood of food tampering
at their school and their ability to prevent or respond to such an

Table 1: School District Characteris cs of Par cipa ng Schools
Site A
Site B
Site C
Site D
Student enrollmenta
Primary produc on
Systemb
Popula on of cityc
Propor on of city
popula on below U.S.
federal poverty level
2009‐2013d

incident. The items were derived, with permission, from items used
by Yoon (2007) to assess threat appraisal and protec on mo va on
of a na onal sample of school and healthcare foodservice directors.
The dic on was simplified to be appropriate for a spoken format
intended for a general audience. For example, Yoon’s item if
someone inten onally contaminates food in my opera on, my
employees or customers will suﬀer from the a ack was adapted to if
someone tampers with the food in my school, my coworkers or
students will suﬀer. Food tampering was used rather than inten onal
food contamina on because the phrase is more commonly used. As
part of their training on the research protocol, the first summer
research team engaged in role‐playing an interview using the guide;
from this they iden fied follow‐up ques ons to evoke responses
beyond the Likert scale op ons. The interview guide is shown in
Appendix A. Interviews were audio‐recorded, with prior permission
of the interviewee.
One student researcher par cipated in both rounds of data collec on
and was assigned a leadership role in the second year. As group
leader, she was instrumental in training the second cohort of
researchers to follow the study protocol. She accompanied each
member of the second group on their first school visits to provided
support and assure consistent data collec on procedures. Her eﬀorts
minimized varia on in data collec on procedures between the two
years.
The six senior‐level student researchers had completed a college
course on mo va onal interviewing prior to this study. Their
interviewing skills were assessed as part of their educa on program.
Training for data collec on included role‐playing using the interview
guide.
Observa on: Researchers observed breakfast produc on and stayed
un l lunch service was completed. An instrument was developed to
guide the observa on period and to serve as a form for recording
field notes (Appendix B). Fourteen food defense prac ces were
selected from an assessment tool prepared for use in school food
defense planning (USDA‐FNS, 2012). Prac ces were iden fied from
three sec ons: Inside Security, Foodservice Opera on Security, and
Personnel Security and Training. Items were selected if they were
prac ces that focused on restric ng access to produc on and storage
sites and if they could be easily observed by the researchers. Team
members of the first research group were trained to observe in the
kitchen at a local school where they had previous work experience.
To assure inter‐rater reliability, team members made individual field
notes at the training site and then compared observa ons un l all
were in agreement. To ensure consistent observa on and interview

Site E

Site F

Site G

Site H

Site I

Site J

Site K

Site L

3,400
CO

3,200
OS

2,000
OS

600
OS

1,600
OS

21,700
CE

5,500
OS

5,500
OS

1,200
OS

3,500
OS

5,100
OS

3,600
OS

21,000
26%

28,000
21%

6,000
8%

1,620
NAe

3,000
NAd

99,000
19%

18,000
16%

18,000
16%

5,000
10%

9,000
5%

11,00
8%

9,000
7%

a

Rounded to protect iden ty
CO = combina on, OS = On‐site, CE = Central
c
Popula on: Obtained from 2010 Census; rounded to protect iden ty; h p://www.census.gov/en.html
d
Data from 2010 United States Census
e
NA = data not available; central produc on systems have no facili es to serve meals to students; on‐site produc on systems prepare and serve meals at the same
b
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prac ces during the second summer, the student team leader
accompanied each new researcher to her first school visit.
Handwri en field notes were scanned and uploaded to QSR
Interna onal’s Nvivo 10 qualita ve research so ware immediately
upon return from the school visits.
Photographs: Permission was obtained to take photographs at all
sites. Photographs of physical barriers and signs were taken to
document implemented or absent best prac ces related to access to
food storage, produc on, and service areas.
Examples of
photographs are shown throughout.
Data Analysis
Interview data: Recordings of interviews were transcribed by a
transcrip onist trained in protec on of human subjects in research.
All team members read all of the transcripts obtained during their
round of data collec on. One student and both faculty mentors read
all transcripts from both rounds of data collec on. Team members
individually iden fied themes from the transcripts, which were then
discussed, defined, and refined during group discussion. The en re
group agreed upon the phrases that were coded to each theme.
Transcripts were uploaded into QSR Interna onal’s Nvivo 10
qualita ve research so ware and one member of the research team
used the so ware to code quotes from the transcripts to themes
according to the group decisions. A er all transcripts were coded, a
report showing the quotes assigned to each theme was printed. The
second group of researchers reviewed all quotes coded to each
theme and compared them to the defini on assigned to each theme,
revising the list as needed un l all were in agreement.
RESULTS AND DISCUSSION
During May and June of 2014 and 2015, 12 schools were visited (Table
1). Observa on was made of all meals served on the day of the visit
and two cooks were interviewed at each site (n = 24). Photos were
taken at five schools.
Analysis of the transcripts from the first round of data collec on
resulted in preliminary iden fica on of six themes and 12 subthemes.

Seven themes were finalized a er the second round of data collec on
and the number of subthemes was reduced (Table 2).
Cogni ve Aspects
The theme of Cogni ve Aspects reflected the thinking processes that
emerged from the interviews. Sub‐themes were Awareness and
Insight, Misunderstanding, and Experience.
Awareness and Insight: Awareness emerged as a superficial
understanding of the possibility of food tampering, which most
interviewees dismissed as unlikely to happen at their site. If
tampering were to occur, it would be more likely to occur prior to the
arrival of the food at the school, during processing, packaging, or
transporta on. A disgruntled employee or angry student were
iden fied as possible oﬀenders. Insight reflected a deeper thinking
process and recogni on of the poten al threat, up to and including
the possibility of a terrorist act. Sample comments included:
I feel like it’s urban myths, but there could be like glass in
things that could hurt people in their food.
You might get a student who’s mad and you try not to
make enemies with these kids because you don’t want
them to just maliciously do something to their friend
because they’re mad at the foodservice.
Misunderstanding: This theme reflected the poor dis nc on made
between inten onal food tampering and contamina on indica ve of
food safety issues. Most responses were focused on contamina on
as the result of unsafe food handling prac ces.
I'm not really afraid [of tampering] but one concern you
would have is when the kids come through and they're not
using the tongs or the utensils that are provided. If they
have a cut on their hand or an open wound or other things
and don't have clean hands, they’re passing it on to others…
Experience: Only two food tampering incidents were reported:
cooks from two diﬀerent sites each men oned a food tampering

Table 2: Comparison of Themes Iden fied From Interviews of School Cooks Over Two Rounds of Data Collec on
Themes and Subthemes
Spring 2014
Spring 2015
Cogni ve
Knowledge
Experience
Awareness/insight
Confusion
Experience
Training
Misunderstanding
Consequences
Consequences
Sickness and death
Discipline
Loss of reputa on
Sickness and death
Reputa on
Authoriza on
Authoriza on
Those authorized to be in the kitchen
(no subthemes)
Authoriza on is situa onal
Physical Security
Physical Security
(no subthemes)
Job Priori es
Job Priori es
False sense of security
(no subthemes)
Food defense is not my responsibility
Worker Confidence
Worker Confidence
Confidence in ability to ask unauthorized visitors to leave the
(no subthemes)
kitchen
Trust in coworkers and students to follow the rules
Physical Aspects
(no subthemes)
The Journal of Foodservice Management & Education
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situa on that involved a student pu ng their used chewing gum into
a container of fruit on a self‐service line. This is fewer than the six
food tampering incidents reported by school employees in a study of
five school districts made by Klitzke (2014).
Consequences
Cooks iden fied possible physical, emo onal and financial
consequences of a food tampering incident at their school. Three
subthemes emerged: Sickness or Death, Loss of Reputa on, and
Discipline (Table 2).
Sickness or Death: Sickness was most frequently stated as a
consequence, men oned by 13 of the 24 cooks. Cooks iden fied that
tampering could lead to death: “someone could get sick or possibly
die” and “we might get sick, get very, very ill, end up in the hospital.”
Two cooks elaborated on symptoms that could be expected, “It would
aﬀect their body in one way or another with sickness, vomi ng,
diarrhea, that type of thing. And if it went further, it could be death.
Nasty.” Another explained that “somebody could get very sick,
choke, poisoned.”
Loss of Reputa on: Cooks also iden fied personal consequences
that could result from food tampering. They expressed beliefs that a
food tampering incident would lead to a loss of reputa on, which
then would cause them to lose work me.
Yes, not only are there consequences to yourself but
consequences to the en re school because then the news
gets hold of it and le ers go out to parents and now you're in
front of everybody so now you have earn back that trust of
the community and parents because they're going to want to
send food to school with their kids versus ea ng at school
because they're going to be afraid.
Somebody gets sick or die and then the reputa on [of the
program is harmed]. Totally lose the program and then out
of a job.
Discipline: A theme emerged that an incident of food tampering
would have disciplinary consequences and possibly bring in outside
inves gators.
I would think they [student perpetrators] would be expelled
from school … I'm sure the cops would be called in and
there'd be an inves ga on, all that fun stuﬀ they don't want
to go through.

kinda work with them and they know where to stay ou a our
way and vice versa.
Cooks iden fied the need for building maintenance staﬀ to access the
kitchen for repairs or to collect the garbage. The presence of teachers
was tolerated, and even welcomed, if teachers needed to get food for
students with special needs.
We have a couple of teachers come in and get coﬀee and
generally, well you saw (name) walk into the kitchen. She
came in and got a cup of coﬀee.
Teachers and other staﬀ members are definitely allowed in
here because … we have a lot of diabe cs who are struggling
with keeping their blood sugar compliant so I want them to be
able to come and get [snacks].
Parents were viewed as unauthorized visitors, with the caveat that
parents selling concessions for school events may need access.
I guess the only people I have not seen in here, because I'm
new, is parents. Parents don't get to come in here but
everyone else pre y much does.
Observa on field notes documented a variety of circumstances when
unauthorized persons were allowed entry to the kitchen. Students
filming for a class project entered the kitchen and were asked to
leave. At another site students were observed to enter the service
area and peek under lids to see what was for lunch, but they were not
asked to leave. Coﬀee service a racted many teachers, a re red
kitchen employee, and a bus driver. At two diﬀerent sites the
children of foodservice employees waited in the kitchen un l it was
me to be taken to a diﬀerent school.
Physical Security Measures
Signs were used to control access to facili es (Photo 1). One cook
doubted that signs were eﬀec ve in preven ng entry of unauthorized
persons saying, “I know there’s people back there even a er pos ng
the note.”
Many schools had storage areas located in areas distant from the
kitchen, making access control diﬃcult. Only one school had a
security procedure in place to alert if the door to the distant freezer
was opened. Chemical storage areas were observed to be unlocked
and accessible to students in four schools (Photo 2). Dry storage

Authoriza on
All cooks were asked who was allowed, or authorized, to enter the
kitchen area. Only two cooks flatly stated that no one was allowed in
the kitchen except for the cooks. Fourteen (58%) of the cooks
iden fied at least one stakeholder group given access to the kitchen,
including principals, students, teachers, parents, custodians, and
delivery personnel. Principals were perceived as having access to any
part of the school building: “I would have to say principals can come
in because they’re allowed to come into any classroom. They have
the authority.”
In certain situa ons cooks deemed it acceptable for non‐foodservice
employees to be in the kitchen. Several cooks noted necessity in
authorizing delivery personnel to be in the kitchen.
‘Cause you’ll have your deliveries coming in or your towel
guy, it like ‘go in this area. Don’t park it right here.’ We
The Journal of Foodservice Management & Education

Photo 1. Example of sign restric ng access to produc on area.
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Photo 3. Access to dry storage areas was unrestricted in five of the
schools visited.
Photo 2. The open door on the le leads to a chemical storage area.
The freezer is at the end of this hallway, in a remote loca on.
areas were observed to be unlocked during the school day at most
sites (Photo 3).
Even when keyed areas were locked, poor control of keys reduced
physical security. Periodically changing the locks had limited success
in maintaining access control.

Although cooks expressed confidence that they could detect entry of
visitors to the kitchen, observa on showed that this was true while
they were working in the kitchen, but not while they were working at
serving breakfast and lunch. At four sites observers reported that
ac vity in the kitchen was not visible from the cashier or the serving
posi ons, and that there were not enough employees to monitor
both kitchen and service areas. During observa on at one school a
cook reported that students some mes stole food from the serving
line because neither she nor the employee in the kitchen was able to

Well, we already tried re‐keying certain areas that only
certain people have [access to] but pre y soon copies start
being made and handed out to this person or that person…
or they said we’ve got authoriza on to the custodial [staﬀ]
and they don’t know any be er and they don’t want to get
caught up in the hassles. They usually let them in.
A cook reported that food service employees at the school
do not have control over what goes on in the kitchen and
storage areas outside of the normal work hours, “with the
building open un l 10:00‐11:00 [at night], you’ve got people
in here roaming around, the custodians are in here cleaning
and go to do something else and somebody wanders in. Out
of our control.”
Physical Aspects
Observa on data and interviews with the cooks presented elements
of kitchen and storage layouts that were both obstacles and
protec ve mechanisms. As an example, windows in the main kitchen
oﬃce allowed managers to view produc on and service of meals
(Photo 4). A layout feature with a nega ve eﬀect was a dry storage
area located next to an unlocked custodial closet (Photo 5).
The Journal of Foodservice Management & Education

Photo 4. Oﬃce of foodservice director has large windows and clear
view of service area.
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visibility to see if there is something going on so I don’t think
it is that diﬃcult to keep them out because we’re all in
diﬀerent areas, we can see if there’s someone who popped
up, it throws us a red flag right away.
Job Priori es
Foodservice produc on employees ranked day‐to‐day tasks as more
important than keeping unauthorized people out of the kitchen and
storage areas.
Food defense was viewed as a manager’s
responsibility. One stated, “I feel it's the responsibility of the person
in charge of the kitchen to make sure things are stored properly, they
are cooked properly, and handled properly.”
Cooks iden fied the need to handle food properly and maintain safe
temperatures as taking precedence over food defense prac ces.
Cleanliness, handwashing, preven ng cross contamina on, producing
food on me, being organized, and maintaining safe condi ons were
priori zed above food defense.

Photo 5. The custodial closet and dry storage room are adjacent and
both unlocked.
see and monitor the en re service line.
Physical features of the kitchen layout contributed to cooks’
confidence that they could protect food from inten onal
contamina on.
Locks, counters ac ng as barriers, and an
unobstructed line of site contributed to the percep on that it was not
diﬃcult for cooks to keep unauthorized visitors out of their
workspaces (Photo 6).
I don’t feel that it’s diﬃcult to keep them from ge ng in.
We’re all in too many diﬀerent areas and we have the

It would be … your handling of the food, your cleanliness,
everything that's connected with keeping the food safe. That
would be the most important thing. And then that would be
naturally a er that but you want to make sure everything,
your work area is clean, your hands are covered, your hair is
covered and what you're working with, everything is safe.
[More important] than keeping someone out of there? Doing
my specific jobs that I do and then helping out the others
when they need it just to make sure meals are prepared
properly and get everything ready for the students for the
day.
Worker Confidence
Cooks indicated varying levels of confidence in their ability to take
ac on to keep unauthorized persons out of the produc on and
storage areas if necessary. Some expressed strong confidence: “I can
if I want to” and “No [I haven’t been trained]; I have a big mouth,
though,” or “they go a get past me first.” Some were less sure they
could keep out unauthorized visitors: “I’m not sure if I’ve run into
that too much, but I would say no, I can’t” and “if they want to fight
me, I can't.” For some, keeping students out of the kitchen was not
an issue because the students know they are not allowed in those
areas and adhere to the rules, sta ng “Our kids are pre y good here.
They stay out.”
Cooks reported occasional experience confron ng unauthorized
persons: “Well in the morning, once in a while the kids get kind of
wild out there and then it's like they'll come in and pester but I say
no, you kids have to back up,” and “I've told people to get out of the
area. Go on the other side of the serving line or whatever.” Visitors
may challenge cooks’ authority: “Like [you tell them] no, you can't
just come through the kitchen and then you get that look like who do
you think you are. Ya, I've had that happen before.”

Photo 6. A physical barrier limits access but allows monitoring of
service area a er hours.
The Journal of Foodservice Management & Education

CONCLUSIONS AND APPLICATIONS
The cooks interviewed in this study expressed a desire to prepare safe
food for the children they serve. Their job priori es show a
commitment to food safety that can be expanded on to include
greater awareness of the threat of food tampering and
implementa on of food defense prac ces to mi gate it. Training
programs for cooks planned to increase their awareness of this threat
may increase their confidence in controlling access to school kitchens
and storerooms. Knowledge of food defense threats and preven on
falls under an essen al func on listed under Competency 4.2 of the
Page |13

competencies for district‐level school nutri on professionals put forth
by the Na onal Food Service Management Ins tute (2009).
The confidence to keep unauthorized persons out of the kitchen is a
major component in maintaining food defense. Cooks tended to trust
those with whom they worked, and held confidence that staﬀ and
students would follow the rules. The frequency with which cooks
men oned parents and students as unauthorized persons suggests
cooks are certain that these groups should not be in the kitchen,
however cooks may be less certain about the need to restrict teachers
from the kitchen. Teachers were allowed in the kitchen if they had to
obtain food needed for students with special needs; these visits could
be eliminated if food items needed for medical or behavioral
purposes were managed by the school nutri on program, but kept in
another loca on, such as the health aide’s oﬃce.
It may be necessary for custodial staﬀ to have free entry to kitchen
and storage areas, yet they may not be aware of the policies in place
in order to prevent food tampering, sugges ng they, too, should be
involved in training for food defense. Cooks facing me pressures
depend on delivery personnel to store food; however food defense
can be improved if delivery personnel show creden als, make
deliveries at pre‐determined mes, and arrange to have delivery
entrances unlocked just prior to delivery.
Public school buildings in established communi es may have been
built more than 50 years ago, at the height of the baby boom. These
facili es were built at a me when food was prepared from raw
ingredients on site; the amount of refrigerator and freezer space
needed then was much less than today. To cope, school foodservice
opera ons may have had to locate storage facili es according to
where they fit, not according to where they would be secure. The
resul ng hodgepodge of storage facili es should be assessed for
security and priority given to restric ng access to these areas,
par cularly areas where chemical supplies are stored. Observa on
data showed signs, locks, doors, and cameras were used as protec ve
measures, but not always enforced. Locks tended to be le unlocked,
and doors allowed to stand open for the sake of convenience. Key
security was an issue because keys were given out to an array of
people for deliveries and custodial needs. In those school districts
where planning is underway for new construc on, consulta on with
foodservice personnel trained in food defense prac ce would be
beneficial in designing an environment suited for safety.
School foodservice opera ons in recent years have experienced
reduc ons in staﬀ to control costs at the same me they are adjus ng
to new, more stringent, regula ons. One can understand why locks
are available, but not used. There is a need for new and aﬀordable
technology that streamlines the process of locking and unlocking
cupboards or doors.
The responsibili es of building custodial and maintenance staﬀ are
entwined with the foodservice opera on because of the need to have
access a er‐hours for cleaning and trash removal. Custodial staﬀ
should receive food defense training and processes be developed to
promote collabora on between the physical plant and foodservice
opera ons. Working together, cooks, custodians, and their managers
could create prac cal, workable, low‐cost strategies to restrict access
to sensi ve areas.
This study provides evidence that school cooks perceive food
tampering as a dangerous threat, but one that is unlikely to happen.
They express mo va on to keep students safe; training about the
threat of food tampering may be eﬀec ve in giving them confidence
The Journal of Foodservice Management & Education

to keep unauthorized persons from kitchen and storage areas. Cooks
assert that they can restrict students and parents from the kitchen,
but observa on revealed that unauthorized persons are allowed to
enter produc on areas. Physical layouts that foster visibility are
eﬀec ve at promo ng food defense, whereas locks and signs tend to
be disregarded.
Limita ons
Data was collected in two summers by eight researchers who were
par cipants in a summer undergraduate research program. The
number of researchers in this study was both a limita on and a
strength. The large number of researchers was of value in recrui ng
the sample for this study. Many students had success recrui ng their
former high schools to par cipate in the study.
The large number of researchers provided strength in the coding and
analysis of the interview data because all were ac vely involved, and
served to establish trustworthiness of the data through the itera ve
discussions. Each student researcher was assigned one to two school
visits; the small number of visits reduced the fa gue that might be
associated with mul ple day‐long observa on periods.
The small convenience sample of 12 schools and 24 cooks is a
limita on of this study. Eleven of the twelve schools had an
enrollment of 5,500 students or less and only one large school district
was sampled. Ten out of the twelve sites were on‐site produc on
facili es; only one was a central kitchen produc on facility. These
demographics limit the generalizability of these findings to larger
school districts, or those with central or commissary produc on
systems. Even so, small size does not make a community immune to
bioterrorism: Torok, et al. (1997) reported that the popula on of The
Dalles, Oregon, at the me of the inten onal contamina on of salad
bars described earlier, was 10,500, with a countywide popula on of
21,000.
The observa on and interview data was collected in May, very near
the end of the school year. During this me of the year, some aspects
of the foodservice opera on may have been atypical. During all site
visits meals were being produced as usual, but fewer food deliveries
were likely being made because managers would want to end the
year with as li le food in storage as possible. This would limit the
opportuni es to observe cooks’ reac ons to visitors. In contrast,
more students may have been visi ng the kitchen during this me
because they needed to clear up outstanding balances to their lunch
accounts.
Although demographics rela ng to the school districts were collected,
no eﬀort was made to collect demographics of the cooks who were
interviewed. The research protocol was to choose the most long‐
term and most recently hired cooks to interview. Cooks perceive that
they hold rela vely low status within the school; we did not want to
ask for personal informa on that might strain the interview situa on.
Our sample was not large enough to allow diﬀerence tests based on
demographics. In the geographic area represented by this study
there is li le ethnic or racial diversity among the popula on.
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APPENDIX A
Interview Guide
Site Code:

Par cipant Code:

Date of Interview:

Interview start me:

Obtain Informed Consent. Keep signed copy and hand interviewee an unsigned copy for them to keep.
Establish Rapport: Talk about weather, your memories of school, the season or other general topics.
I would like to know your opinions about food tampering. The defini on of food tampering is: the contamina on of food with chemical, biologi‐
cal or physical agents with the inten on to cause harm to those who consume it. Contamina on may occur during storage, prepara on or ser‐
vice of food.
I want to keep my school safe.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Neither agree nor disagree

Agree

Strongly agree

Neither agree nor disagree

Agree

Strongly agree

Agree

Strongly agree

Agree

Strongly agree

The top priority in my school is keeping students safe.
Strongly disagree

Disagree

It is unnecessary to worry about food tampering.
Strongly disagree

Disagree

I want to have more informa on about preven ng food tampering.
Strongly disagree

Disagree

Neither agree nor disagree

If someone tampers with the food in my school, my coworkers or students will suﬀer.
Strongly disagree

Disagree

Neither agree nor disagree

Follow up:
(If response is agree or strongly agree): What would be the consequences of a food tampering incident?
If someone inten onally contaminates food in my school, it will damage the reputa on of our program.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Agree

Strongly agree

It is likely that a student will contaminate food in my school.
Strongly disagree

Disagree

Neither agree nor disagree

Follow up:

Have you ever had an incident where food was contaminated by students?

Can you describe what happened?

Have you personally experienced food tampering?

Is it possible that someone other than a student would tamper with food in your school?
Food tampering is frightening.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Follow up:

What are you afraid might happen?

How frightening is food tampering compared to other food safety issues?
Next I have a few ques ons about who is and is not allowed in the kitchen.
Who in your school is not allowed in the kitchen? Are students allowed? Principals? Custodians? Parents? Teachers?
We will call those not allowed in the kitchen unauthorized people
The following statements come in pairs, so they sound a lot alike. The first statement refers to the kitchen. The second statement in the pair
refers to the storage rooms, refrigerators, and freezers.
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Keeping unauthorized people out of the kitchen disturbs my work rou ne.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Agree

Strongly agree

Agree

Strongly agree

Agree

Strongly agree

Agree

Strongly agree

Follow‐up:
(If response is agree or strongly agree) Can you give an example?
Keeping unauthorized people out of the storage areas disturbs my work rou ne.
Strongly disagree

Disagree

Neither agree nor disagree

Follow‐up:
(If response is agree or strongly agree) Can you give an example?
I am able to keep unauthorized people out of the kitchen.
Strongly disagree

Disagree

Neither agree nor disagree

Follow‐up:
Have you ever had to do this?
What are you trained to do?
I am able to keep unauthorized people out of the storage areas.
Strongly disagree

Disagree

Neither agree nor disagree

Follow‐up:
Have you ever had to do this?
What are your trained to do?
It is important to keep unauthorized people out of the kitchen.
Strongly disagree

Disagree

Neither agree nor disagree

Follow up:
Among your job du es, what is more important than keeping unauthorized people out of the kitchen?
It is important to keep unauthorized people out of storage areas.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Follow up:
Among your job du es, what is more important than keeping unauthorized people out of the storage areas?
It is diﬃcult to keep unauthorized people from entering our kitchen.
Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Agree

Strongly agree

Follow up:
What would make is less diﬃcult?
It is diﬃcult to keep unauthorized people from entering our storage areas.
Strongly disagree

Disagree

Neither agree nor disagree

Follow up:
What would make is less diﬃcult?

Thank you for par cipa ng in our study. Your par cipa on is very important. The results of our study will be used to plan training programs
about food tampering for school cooks like you. Do you have any ques ons you would like to ask me?
End of interview. State the me.
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APPENDIX B
Observa on From

Site Code:
Observa on Period:

Date:
to

IRB Approval No.:
Food Defense Prac ces:

Data Collec on:

Limi ng Access to Produc on and Storage Areas
Visitors are restricted to specific areas or accompanied by
school personnel
Access to foodservice produc on areas is restricted to
foodservice or other authorized employees.
Access to food storage areas, including cold and dry
storage areas, is limited (e.g., by locked door/gate or
other) to essen al employees.
Unsupervised access, either during work hours or oﬀ
hours, by giving keys, codes, etc. to suppliers/vendors, is
not allowed.
Our school foodservice opera on controls access by
employees and vendors entering foodservice opera on
areas during working hours (e.g. coded doors,
recep onist on duty, swipe card, etc.)
Employees, visitors, and vendors are iden fied in some
manner at all mes while on the school premises.
Procedures exist for dealing with an unauthorized
person(s) in restricted areas, including restricted
foodservice areas.

Describe restric ons or controls you experienced as a visitor to the school.
Record observa ons of any person, who is not a foodservice employee, who
enters produc on or storage areas.
Record observa ons of employees or others who enter dry storage rooms, walk‐in
freezers or walk‐in coolers.
Photograph signs, locks, or other methods of restric ng access to these areas.
Ask kitchen manager when deliveries are received. If deliveries are made outside
of normal produc on areas, ask how the delivery personnel gain access to
produc on and food storage areas.
Photograph measures used to control access to produc on and storage areas.

Record observa ons of iden fica on worn by foodservice employees, other
school employees, and visitors.
Ask available foodservice workers what they have been told to do if unauthorized
persons enter produc on or storage areas.
Record reac ons of foodservice personnel to unauthorized persons entering
produc on and storage areas.

Monitoring of Produc on and Storage Areas
At least one authorized employee is required to be
present in the foodservice area at all mes when the area
is not locked, for example during meal service set‐up.
Foodservice equipment (such as steam‐jacketed ke les,
steamers, choppers, hot/cold storage systems, or mixers)
is monitored when in use to prevent someone from
inten onally contamina ng food during prepara on.
There are procedures to monitor all foodservice areas for
signs of suspicious ac vity or unauthorized entry. This
includes self‐service areas such as buﬀets and salad bars,
receiving, outside storage, and sold waste disposal.

Observe whether at least one foodservice employee is present in the produc on
area at all mes while area is unlocked.
Observe whether at least one foodservice employee is within sight of foodservice
equipment while it is being used to prepare food.

Observe employee monitoring of self‐service bars during meal service.
Observe receiving processes for food orders.

Management
An updated employee roster is kept by management, i.e.,
who is absent, who the replacements are, and when new
employees are being integrated into the workforce.
All foodservice employees receive training on food
defense procedures as part of their orienta on training.
All foodservice employees receive training on food
defense procedures as part of regular in‐service update
training.
Employees are encouraged to report signs of unknown or
suspicious persons in the facility.
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Ask kitchen manager about employee roster, a endance records, and monitoring
of new employees.
Ask available foodservice employees if they have been trained to prevent food
tampering, and when this training occurred.
Ask available foodservice employees if they have received training during which
the term “food defense” was used.
Ask available foodservice employees what they are trained to do if they observed
a suspicious person in food produc on, storage, or service areas.
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